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The 2005 Report Card

B+Administration Support

A-Administration Priority

B-Overall Security Profile

CStaff Time
CFunding

C-Student Support
BFaculty Support

GradeSecurity Element
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The Graders:  IT Professionals

0% 10% 20% 30% 40% 50% 60%

IT Directors/Managers – 55%

IT Staff – 31%

IT Executives – 14%

The CDW-G Higher Education Security Report 
Card 2005 is based upon an informal online survey 
of 102 higher education IT professionals drawn 
from a sample frame of 8,100.

All responses are included.  All questions appear 
exactly as asked on the survey form.

What is your job function/area of responsibility?
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Administration Priority
How would you rate IT security as a priority of your school’s administration? 

0% 10% 20% 30% 40% 50% 60% 70%

Don't Know Not Important Somewhat Important
Very Important Highest Priority

0% (don’t know)

11%

58%

27%

4%
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Faculty Support
How would you rate the support you receive 
from faculty?

0% 20% 40% 60%

Very Supportive – 12%

Supportive – 61%

Not Very Supportive – 19%

Resistant to Change – 8%

What is the biggest problem you face with 
faculty in terms of successfully implementing 
IT technology and policies?

Lack of Awareness Remote Access
Disregard Rules/Policies Lack of Consistent Policies
Peer-to-Peer File Sharing Other

45%
32%

13%
7%

1%2%
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Student Support
As you implement IT security technology and 
policy, how would you rate the support you 
receive from students?

0% 20% 40% 60%

Very Supportive – 9%

Supportive – 36%

Not Very Supportive – 38%

Resistant to Change – 17%

What is the biggest problem you face with 
students in terms of successfully 
implementing IT technology and policies?

Lack of Awareness
Disregard Rules/Policies
Peer-to-Peer File Sharing
Number of Clients
Malicious Actors
Student Perception of Security as a Challenge
Other

25%
16%

14%

36%

3%
4% 2%
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Administration Support
How would you rate the support you receive 
from executive administration?

0% 20% 40% 60%

Very Supportive – 31%

Supportive – 56%

Not Very Supportive – 13%

Resistant to Change – 0%

What is the biggest problem you face with 
executive administration in terms of 
successfully implementing IT technology and 
policies?

Financial Commitment
Commitment to Enforcing Policies/Traning Programs
Lack of Awareness
Disregard Rules/Policies
Other

42%
19%

33%

5%
1%
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Resources and Funding
What are the top barriers you face when trying to improve IT security on 
campus? (Please select in order of priority, “1” being highest)

#1 Barrier

0% 10% 20% 30% 40% 50% 60%

Lack of Funding – 50%

Too Few Staff Resources – 12%

Higher Education Culture – 12%

Lack of Security Awareness on Campus – 10%

Lack of Defined Security Policy – 8%

Decentralized Architecture and Teams – 6%

Vendor Software/Hardware Weakness – 2%
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Aligning Priorities and Resources
How would you rate IT security among your 
professional priorities?

0% 20% 40% 60% 80%

It is not a priority for me – 6%

It is my highest priority – 5%

It is important, but not among my top 
five priorities – 30%

It is important – among my top five 
priorities – 59%

How much of your time do you spend dealing 
with IT security?

100% 75-99% 50% 25-49% 1-24% None

66%

18%

6%6%

3%1%
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Overall Security Profile

0% 10% 20% 30% 40% 50%

How safe do you feel your college/university network infrastructure is from attack?

It is very safe – 5%

It is safe – 41%

It is moderately safe but requires 
some improvements – 44%

It is fairly vulnerable to attack – 9%

It is not safe at all – 1%
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Key Takeaways
1 IT Security in Higher Education is Not “Counter to the Culture”

• 69 percent say it is top or very high priority for institution administrations
• 73 percent say IT security policies supported by faculty members
• 87 percent say IT security policies supported by those in executive administration

2 Students are More Often Careless Than Malicious
• Disregard for policies (36 percent) and lack of awareness (25 percent) are more 

significant problems than peer-to-peer (14 percent) or malicious actors (3 percent)
• 45 percent say students are supportive of IT security initiatives

3 Organizational Resource Allocation Does Not Match Priorities
• 69 percent say IT security is a top or very high priority for administrations, but 66 

percent of IT professionals are able to dedicate less than one-quarter of their time 
• Lack of funding is the most significant barrier to improved security (50 percent)
• Too few staff is the second largest barrier to improved security (12 percent)
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Thank You


